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5 Decision/action requested
This pCR is proposing to update Key Issue #2 in TR 33.870
2	References
[1]	3GPP TR 33.870 v0.4.0: “Study on privacy of identifiers over radio access”
[2]	3GPP TS 24.501: “Non-Access-Stratum (NAS) protocol for 5G System (5GS)”
[3]	3GPP TS 38.331: “NR; Radio Resource Control (RRC); Protocol specification”
3	Rationale
Observation 1: TS 24.501 [2] clause 4.5.6 states that when 5GMM requests the establishment of a NAS-signalling connection, the RRC establishment cause used by the UE shall be selected according to one or more access identities (see subclauses 4.5.2 and 4.5.2A) and the determined access category by checking the rules specified in table 4.5.6.1 and table 4.5.6.2. If the access attempt matches more than one rule, the RRC establishment cause of the lowest rule number shall be used. 
This means that even if UEs are configured with multiple access identities, e.g., Access Identity 0 (corresponding to non-priority users) and Access Identity 1, 2, or 11-15 (corresponding to priority users), the establishment cause is still set to a value corresponding to a UE with priority access according to the rules of the table. 
Observation 2: According to TS 38.331 [3] the establishment cause for RRCSetupRequest is set “in accordance with the information received from the upper layers.” Thus, a UE configured with any access identity corresponding to priority access will use priority access for its RRC establishment cause. 
Proposal: Based on Observations 1 and 2, we propose to remove the editor’s note.   

4.	Detailed proposal
**** START OF CHANGE 1 ****
5.2.2 	Security Threats
UEs using priority access can be distinguished from other subscriber groups based on the RRC establishment cause. The establishment cause can also be linked to C-RNTI and TMSI identifiers that appear during an RRC Connection.  UEs using priority access can be tracked until its RRC connection is released or until it is assigned a new or additional C-RNTI.  RRC Connections may be linked together until the TMSI is reassigned as there is no relationship between a TMSI allocation timespan and an RRC Connection. In a situation where there are many priority users, it may be difficult to single out and track a specific user, but the ability to identify a group of UEs using priority access as they move through the network poses a privacy threat.

Editor’s Note: The validity of the threat depends on how often or when do high priority UEs use the "highPriorityAccess" establishment cause.

**** END OF CHANGE 1 ****
